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Due to global competitions and economic growth we need leaders professionals with ca-
pability to cope up with the opportunities and challenges in the globalized world. To develop 
them we need world class institutions in India especially in Kerala. World class institutions 
produce professional leaders with higher imagination. Institutions become pace setters and 
bring millions of citizens in modern world and show them the way to succeed. People are ready 
to pay for better education and are going abroad for studying in foreign universities. If we can 
create world class centres for education, especially in the field science and technology we can 
restrict this flow and avoid brain drain. 

Within the last decade the professional and technical education has witnessed a rapid growth. 
One of the main trigger for the growth in Indian economy is the rapid growth or explosion in 
the IT sector. Technology foresight is required to choose the right technologies to put nation 
on the path of rapid development. Innovations are required at the level of both high-end cut-
ting edge technologies as well as at a level of common usage by people in their daily lives. The 
technical institutions have a leading role to play in this field. The institutions have to work in 
collaboration with industries and companies for joined academic and research work. Private 
institutions have a vital role in technical education and provide the pool of talents req
uired for the industry. To have a better control over curriculum, course  and students 
autonomy is recommended. As per National Policy of Education (NPE) autonomy 
should be available to institutions in selection of students, appointment and 
promotion of teachers, determination of course of study and method of teaching and 
choice of areas for research and their promotion.
Institutions should maintain quality based on expert committee recommendations.  

Then only autonomous world class institutions will come into existence. 

                

          

          - Prof. Kuttiamma A.J
                                            Head of Department,
                                            Dept. of Information Technology

Autonomous world class technical educational 
institutions – need of the time
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Virtualization is a technology that allows run-
ning two or more operating systems side-by-side 
on just one PC or embedded controller, and it is 
rapidly being adopted in the engineering world. It 
is important to note that virtualization is not only 
being used in the engineering domain. Many in-
formation technology (IT) companies have used 
virtualization to consolidate large groups of serv-
ers at a savings that can reach millions of dollars. 
To virtuali ze a given computer, a piece of software 
called Virtual Machine Monitor (VMM) must be 
installed.  The below figure shows Virtual Machine 
Monitor software, enables running multiple oper-
ating systems in parallel on the same computer.

The embedded systems industry was born with 
the invention of microcontrollers and since then 
it has evolved into various forms, from primarily 
being designed for machine control applications 
to various other new verticals with the conver-
gence of communications. Now a days embedded 
handle more complex situations. Here introducing 
an embedded application LynxSecure Embedded 
Hypervisor and Separation Kernel.

The built-in embedded hypervisor and virtualiza-
tion technology allows guest operating systems to 
run on top of LynxSecure, in effect allowing mul-
tiple dissimilar operating systems to share a single 
physical hardware platform. Virtualization tech-
nology allows for significant cost savings through 
hardware consolidation, while retaining the ability 
to leverage the ecosystem of applications that be-
long to different operating system domains into a 
single system

- Joby John
Department of Information 
         Technology

To achieve virtualization, LynxSecure uses a hy-
pervisor to create a virtualization layer that maps 
physical system resources to each guest operating 
system. Each guest operating system is assigned 
certain dedicated resources, such as memory, 
CPU time and I/O peripherals. “Co-operative vir-
tualization” provides superior performance for 
the guest operating systems—such as Linux®, 
LynxOS®-SE and LynxOS-178. Full virtualization 
allows unmodified operating systems like Win-
dows® to run next to para-virtualized ones. Lynx-
Secure isolates each virtual instance by providing 
hardware protection to every partition with its 
own virtual addressing space. In addition, it guar-
antees resource availability, such as memory and 
processor-execution resources, to each partition, 
so that no software can fully consume the sched-
uled memory or time resources of other parti-
tions. LynxSecure supports simultaneous use of 
system interfaces, including multiple instances of 
the same or different operating systems in differ-
ent partitions

100% application binary-compatibility with the 
non-virtualized instance of the operating system 
is preserved. LynxSecure isolates each virtual in-
stance by providing hardware protection to every 
partition with its own virtual addressing space. In 
addition, it guarantees resource availability, such 
as memory and processor-execution resources, to 
each partition, so that no software can fully con-
sume the scheduled memory or time resources of 
other partitions. LynxSecure supports simultane-
ous use of system interfaces, including multiple 
instances of the same or different operating sys-
tems in different partitions.

Operating-system virtualization and embedded 
virtual machines for real-time systems
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The tablet’s high-resolution screen will make for bulkier 
downloads and maxed-out data plans. 
 
 Those who are lucky enough to acquire a new 
iPad this Friday, when the latest version of the tablet goes 
on sale, may find their download speeds slowing over the 
coming months. They may also run up against the data 
limits in their wireless contracts. 
 
 The new tablet connects to 4G networks that 
are today only lightly used. If it sells in large numbers, 
the device will place significant new demands on those 
networks, experts say, requiring bandwidth to be spread 
more thinly. The new iPad’s “retina” display, capable of 
playing full 1080p HD video, will likely encourage heavy 
data usage that will exacerbate that effect. Many users 
may also get their first taste of what it is like to bump 
up against the data limits that are now a standard part of 
wireless contracts. 
 
 Demand for the new iPad has been very strong; 
Apple says all the units it set aside for online preorders 
are now allocated. Long lines are expected outside stores 
as customers wait for it to become available on Friday. 
Buyers can choose to sign a contract with either AT&T 
or Verizon to provide wireless data to their device over 
new 4G networks that use LTE technology only now be-
ing introduced by carriers worldwide. 
 
 “The iPad is definitely going to be a challenge, 
and it will put a strain on the networks,” says Michael 
Thelander, CEO of Signals Research, a wireless industry 
research consultancy that spent time late last year driving 
around testing the capabilities of the latest wireless data 
networks. 
 
 Any wireless network has only a fixed amount 
of bandwidth to share among its users. That means the 
download speeds that LTE networks can offer users—of-
ten between 10 and 20 megabits per second today—will 
decline. “As more and more users come on, it can’t give 
out bandwidth forever,” says Thelander. “I expect the 
[new] iPad to add congestion.” 
 
 4G networks are relatively empty today, he says, 
and the devices using them are not as numerous or data-
intensive as the iPad is likely to be. Laptop modems used 
by business travelers are the most established category of 
4G devices today, says Thelander, while 4G smart phones 
are becoming more popular with consumers but do not 
use much bandwidth because phone screens are small. 
“The iPad’s right in the middle,” he says. “It will have a 
really strong adoption but also consume large amounts 
of data.” 
 
 Thelander doesn’t expect problems as serious as 

those that brought AT&T’s network to its knees in some 
places when the first 3G iPhone was introduced. That 
experience taught many lessons that have shaped the 
rollout of LTE networks, which use fundamentally more 
robust and efficient technology, he says. 
 
 LTE networks are still being expanded and are 
far from reaching their maximum capacity, he adds, al-
though in a recent FCC filing, Verizon said that it would 
struggle to meet demand for 4G data by “2013 in some 
areas and by 2015 in many more” (pdf). 
 
 Amit Malhotra, a vice president of Metrico 
Wireless, which helps test mobile device and network 
performance for carriers and manufacturers, says that 
restrictions on wireless networks’ previously unlimited 
data plans will have a big effect on what users can do with 
their new iPads. “Most people are going to be limited by 
their data plans,” he says. “One of the selling points of the 
iPad is the display; people are going to watch HD content, 
and that means larger files.” Apple bumped the maximum 
size of mobile apps that can be installed over a wireless 
network from 20 megabytes to 50 megabytes last week. 
 
 A single HD movie download could be enough 
to exceed the limits of the entry-level data plans for the 
new iPad: AT&T offers three gigabytes of data every 
month for $30 and Verizon two gigabytes for the same 
price. Both companies levy fees for data used in excess of 
a person’s plan limits. 
 
 “Verizon is offering 10 gigabytes for $80 a month, 
which is about six hours of Netflix, but I would imagine 
most people won’t go for that,” says Malhotra. Streaming 
HD content from Netflix can consume as much as 2.3 gi-
gabytes of data an hour, the company says. 
 
 That could frustrate users, who will have to 
learn that life with a new iPad imposes some constraints. 
“What will likely happen is they will get very efficient at 
switching to Wi-Fi whenever there’s an opportunity,” says 
Malhotra. 
 
 Given the likely problems, Verizon, AT&T, and 
some app providers may find themselves under pressure 
to make it easier for users to track and limit their use of 
4G data. Last year, Netflix added new settings for Cana-
dian users after that country’s ISPs introduced monthly 
data caps to many home broadband connections. Since 
they put an end to new unlimited data plans, both Veri-
zon and AT&T have promoted apps that enable users to 
track their data usage. Buyers of the new iPad may need 
to become familiar with them.

          - Balu V Thayil
                    S8 IT

The New iPad Could Clog 4G Networks
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An intrusion detection system(IDS) is a system 
used to detect unauthorized intrusions into com-
puter system and networks. Intrusion detection as 
a technology is not new; it has been used for gen-
erations to defend valuable resources.

Network Based Intrusion Dection System
NIDS have whole network as the monitoring 
scope.they monitor traffic in the network to de-
tect intrusion.they are responsible for detecting 
anomalous,inappropriate,or other data that may be 
considered unauthorized and harmful occuring on 
the network.

Host Based Intrusion Detection System
They are the software installed on computer to 
monitor input and output packets from devices.it 
is a technique of detecting mallicious activities on 
a single computer.whena change is detected in any 
of these files,the HIDS compares the new log entry 
with its configured attack signatures to see if there 
is a match.if a match is detected then signals the 
presence of an illegitimate activity.

Implementing an IDS
An effective IDS does not stand alone.it must be 
supported by number of other system.among the 
things to consider,in addition to the IDS, in setting 
up a good IDS for the company network are:
•	 Operating	 system-a	 good	 operating	 sys-
tem that has logging and auditing features.most 
of the modern operating systems including 
Windows,Unix,and other variants of unix have 
these features.these features can be used to moniter 
security critical resources.
•	 Sevices-all	application	on	server	such	as 
web servers,e-mail servers, and databases should 
in clude logging/auditing features as well.

•	 Firewall-a	good	firewall	should	have	some	
network intrusion detection capabilities.
•	 Network	management	 platform-whenever	
network management sevices such as open view 
are used,make sure that they do have tools to help 
in setting up alerts on suspicious activity.
Why do i need an IDS,i have a firewall?
•	 Not	all	traffic	may	go	through	a	firewall.
•	 Not	all	threats	originates	from	outside.
•	 Firewall	 does	 not	 protect	 appopriately	
against application level weakness and attacks
•	 Firewalls	are	subject	to	attack	themselves
•	 Protect	against	misconfiguration	or	fault	in	
other security mechanism.

Intrusion Detection System

- Azeela Sajan
  S4 IT
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iCloud

iCloud is a cloud storage and cloud computing 
service from Apple Inc. The service allows users to 
store data such as music files on remote computer 
servers for download to multiple devices such as 
iOS-based devices, and personal computers run-
ning Mac OS X or Microsoft Windows. It also 
replaces Apple’s MobileMe service, acting as a 
data syncing center for email, contacts, calendars, 
bookmarks, notes, to-do lists, and other data. As 
of February 2012 the service has over 100 million 
users. 
Apple announced iCloud will replace MobileMe 
services and that the basic iCloud service will be 
free of charge.

Features

The cloud-based system allows users to store mu-
sic, photos, applications, documents, bookmarks,    
         reminders, backups, notes, iBooks, and con              
         tacts, as well as serving as a platform for Ap-
ple’s email servers and calendars. Third-party iOS 
and OS X.
App developers are able to implement iCloud 
functionality in their apps through the iCloud API. 

The new cloud services that work seamlessly 
with applications on your iPhone®, iPad®, iPod 
touch®, Mac® or PC to automatically and wire-
lessly store your content in iCloud and automati-
cally and wirelessly push it to all your devices. 
When anything changes on one of your devices, 
all of your devices are wirelessly updated almost 
instantly. 

“Today it is a real hassle and very frustrating to 
keep all your information and content up-to-date 
across all your devices,” said Steve Jobs, Apple’s 
CEO. “iCloud keeps your important information 
and content up to date across all your devices. 
All of this happens automatically and wirelessly, 
and because it’s integrated into our apps you don’t 
even need to think about it—it all just works.” 

The iCloud services include: 

The former MobileMe® services—Contacts, Cal-
endar and Mail—all completely re-architected and 
rewritten to work seamlessly with iCloud. Users 

can share calendars with friends and family, and 
the ad-free push Mail account is hosted at me.com. 
Your inbox and mailboxes are kept up-to-date 
across all your iOS devices and computers.

Find My iPhone, allows users to track the loca-
tion of their iPhone, iPod touch, iPad, or Mac. A 
user can see the device’s approximate location on a 
map (along with a circle showing the radius depict-
ing the margin of error), display a message or play 
a sound on the device (even if it is set to silent), 
change the password on the device, and remotely 
erase its contents.

The App Store™ and iBookstore now download 
purchased iOS apps and books to all your devices, 
not just the device they were purchased on. In ad-
dition, the App Store and iBookstore now let you 
see your purchase history, and simply tapping the 
iCloud icon will download any apps and books to 
any iOS device (up to 10 devices) at no additional 
cost.

iCloud Backup automatically and securely backs 
up your iOS devices to iCloud daily over Wi-Fi 
when you charge your iPhone, iPad or iPod touch. 
Backed up content includes purchased music, apps 
and books, Camera Roll (photos and videos), de-
vice settings and app data. If you replace your iOS 
device, just enter your Apple ID and password dur-
ing setup and iCloud restores your new device. 

iCloud Storage seamlessly stores all documents 
created using iCloud Storage APIs, and automati-
cally pushes them to all your devices. When you 
change a document on any device, iCloud auto-
matically pushes the changes to all your devices. 
Apple’s Pages®, Numbers® and Keynote® apps 
already take advantage of iCloud Storage. Users 
get up to 5GB of free storage for their mail, docu-
ments and backup—which is more amazing since 
the storage for music, apps and books purchased 
from Apple, and the storage required by Photo 
Stream doesn’t count towards this 5GB total. Us-
ers will be able to buy even more storage, with 
de iCloud’s innovative Photo Stream service auto-
matically uploads the photos you take or import 
on any of your devices and wirelessly pushes them 
to all your devices and computers. So you can use 
your iPhone to take a dozen photos of your friends 6



during the afternoon baseball game, and they will 
be ready to share with the entire group on your 
iPad (or even Apple TV®) when you return home. 
Photo Stream is built into the photo apps on all iOS 
devices, iPhoto® on Macs, and saved to the Pictures 
folder on a PC. To save space, the last 1,000 photos 
are stored on each device so they can be viewed or 
moved to an album to save forever. Macs and PCs 
will store all photos from the Photo Stream, since 
they have more storage. iCloud will store each 
photo in the cloud for 30 days, which is plenty of 
time to connect your devices to iCloud and auto-
matically download the latest photos from Photo 
Stream via Wi-Fi.

iTunes® in the Cloud lets you download your pre-
viously purchased iTunes music to all your iOS 
devices at no additional cost, and new music pur-
chases can be downloaded automatically to all 
your devices. In addition, music not purchased 
from iTunes can gain the same benefits by using 
iTunes Match, a service that replaces your music 
with a tails announced when iCloud ships this fall.

56 kbps AAC DRM-free version if we can match it 
to the over 18 million songs in the iTunes Store®, 
it makes the matched music available in minutes 
(instead of weeks to upload your entire music li-
brary), and uploads only the small percentage of 
unmatched music. iTunes in the Cloud will sup-
port all iPhones that iOS 5 supports this fall.

Apple is ready to ramp iCloud in its three data 
centers, including the third recently completed in 
Maiden, NC. Apple has invested over $500 million 
in its Maiden data center to support the expected 
customer demand for the free iCloud services. 

      - Alishya Luxy
    S4 IT
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Android 4.0 (Ice Cream Sandwich) is the latest 
version of the Android platform for phones, tab-
lets, and more. It builds on the things people love 
most about Android — easy multitasking, rich no-
tifications, customizable home screens, resizable 
widgets, and deep interactivity and adds powerful 
new ways of communicating and sharing. 
Refined animations and feedback throughout the 
system make interactions engaging and interest-
ing. An entirely new typeface optimized for high-
          resolution screens improves readability and 
       brings a polished, modern feel to the user 
interface. Virtual buttons in the System Bar let 
us navigate instantly to Back, Home, and Recent 
Apps. The System Bar and virtual buttons are pre-
sent across all apps, but can be dimmed by applica-
tions for full-screen viewing. Multitasking is a key 
strength of Android and it’s made even easier and 
more visual on Android 4.0. Rich and interactive 
notifications let us keep in constant touch with in-
coming messages, play music tracks, see real-time 
updates from apps, and much more. 
Resizable interactive widgets can do much more 
than add shortcuts. Widgets let us check email, 
flip through a calendar, play music, check social 
streams, and more. Widgets are resizable, so we 
can expand them to show more content or shrink 
them to save space. 
Powerful voice input engine: The new voice in-
put engine lets us dictate the text we want, using 
the language we want. We can speak continuously 
for a prolonged time, even pausing for intervals if 
needed, and dictate punctuation to create correct 
sentences. As the voice input engine enters text, 
it underlines possible dictation errors in gray. Af-

ter dictating, we can tap the underlined words to 
quickly replace them from a list of suggestions.   
Control over network data: Android 4.0 adds new 
controls for managing network data usage. Based 
on our data plan, we can optionally set warning 
levels or hard limits on data usage or disable mo-
bile data altogether. We can also manage the back-
ground data used by individual applications as 
needed.  

Communication and sharing 

People and profiles: Throughout the system, our 
social groups, profiles, and contacts are linked to-
gether and integrated for easy accessibility. Our 
contact information is stored in a new “Me” pro-
file, allowing easier sharing with apps and people. 
All of our integrated contacts are displayed in an 
easy to manage list, including controls over which 
contacts are shown from any integrated account or 
social network. 

Rich and versatile camera capabilities: The Camera 
app includes many new features that let us capture 
special moments with photos and videos. When 
taking pictures, continuous focus, zero shutter lag 
exposure, and decreased shot-to-shot speed help 
capture clear, precise images.

Stabilized image zoom lets us compose photos and 
video in the way we want, including while video 
is recording. For new flexibility and convenience 
while shooting video, we can now take snapshots 
at full video resolution just by tapping the screen 
as video continues to record. To make it easier to 
take great pictures of people, built-in face detec-
tion locates faces in the frame and automatically 
sets focus. For capturing larger scenes, the Camera 
introduces a single-motion panorama mode. In 
this mode, we start an exposure and then slowly 
turn the Camera to encompass as wide a perspec-
tive as needed. To help pictures look their best, the 
Gallery now includes a powerful photo editor.

Cloud-connected experience 

Android has always been cloud-connected, letting 
us browse the web and sync photos, apps, games, 
email, and contacts — wherever we are and across 
all of our devices. Android 4.0 adds new browsing 
and email capabilities to let us take even more with 
them and keep communication organized. 8

Ice Cream Sandwich 
(Android 4.0)



Powerful web browsing and improved Email: The 
Android Browser offers an experience that’s as rich 
and convenient as a desktop browser. It lets us in-
stantly sync and manage Google Chrome book-
marks from all of our accounts, jump to our favorite 
content faster, and even save it for reading later in 
case there’s no network available. To get the most 
out of web content, we can now request full desk-
top versions of web sites, rather than their mobile 
versions. We can set our preference for web sites 
separately for each browser tab. For longer content, 
we can save a copy for offline reading. In Android 
4.0, email is easier to send, read, and manage. For 
composing email, improved auto-completion of 
recipients helps with finding and adding frequent 
contacts more quickly. For easier input of frequent 
text, we can now create quick responses and store 
them in the app, then enter them from a convenient 
menu when composing.

Innovation 
Android is continuously driving innovation for-
ward, pushing the boundaries of communication 
and sharing with new capabilities and interactions. 

Android Beam for NFC-based sharing : Android 
Beam is an innovative, convenient feature for shar-
ing across two NFC-enabled devices, It lets people 
instantly exchange favorite apps, contacts, music, 
videos — almost anything. It’s incredibly simple 
and convenient to use — there’s no menu to open, 
application to launch, or pairing needed. Just touch 
one Android-powered phone to another, then tap 
to send.  
Face Unlock is a new screen-lock option that let us 
unlock our device with our face. It takes advantage 
of the device front-facing camera and state-of-the-
art facial recognition technology to register a face 
during setup and then to recognize it again when 
unlocking the device 
Wi-Fi Direct and Bluetooth HDP : Support for 
Wi-Fi Direct let us connect directly to nearby peer 
devices over Wi-Fi, for more reliable, higher-speed 
communication. No internet connection or teth-
ering is needed.With support from third-party 
apps,we can connect to compatible printers or oth-
er devices , can connect to wireless medical devices 
and sensors in hospitals, fitness centers, homes, and 
elsewhere. 
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Let’s say you’re an executive at a large corpora-
tion. Your particular responsibilities include mak-
ing sure that all of your employees have the right 
hardware and software they need to do their jobs. 
Buying computers for everyone isn’t enough -- you 
also have to purchase software or software licenses 
to give employees the tools they require. Whenev-
er you have a new hire, you have to buy more soft-
ware or make sure your current software license 
allows another user. 
Soon, there may be an alternative, Instead of in-
stalling a suite of software for each computer, you’d 
only have to load one application. That application 
would allow workers to log into a Web-based ser-
vice which hosts all the programs the user would 
need for his or her job. Remote machines owned 
by another company would run everything from 
e-mail to word processing to complex data analysis 
programs. It’s called cloud computing, and it could 
change the entire computer industry.
In a cloud computing system, there’s a significant 
workload shift. Local computers no longer have to

do all the heavy lifting when it comes to running 
applications. The network of computers that make 
up the cloud handles them instead. Hardware and 
software demands on the user’s side decrease. The 
only thing the user’s computer needs to be able to 
run is the cloud computing system’s interface soft-
ware, which can be as simple as a Web browser, 
and the cloud’s network takes care of the rest.
There’s a good chance you’ve already used some 
form of cloud computing. If you have an e-mail 
account with a Web-based e-mail service like Hot-
mail, Yahoo! Mail or Gmail, then you’ve had some 
experience with cloud computing. Instead of run-
ning an e-mail program on your computer, you log 
in to a Web e-mail account remotely. The software 
and storage for your account doesn’t exist on your 
computer -- it’s on the service’s computer cloud.
Cloud computing is a general term for anything 
that involves delivering hosted services over the 
Internet. These services are broadly divided into 
three categories: Infrastructure-as-a-Service 
(IaaS), Platform-as-a-Service (PaaS) and Software-
as-a-Service (SaaS). The name cloud computing 
was inspired by the cloud symbol that’s often used 
to represent the Internet in flowcharts and dia-
grams.
A cloud service has three distinct characteristics 
that differentiate it from traditional hosting. It is 
sold on demand, typically by the minute or the 

hour; it is elastic -- a user can have as much 
or as little of a service as they want at any given 
time; and the service is fully managed by the pro-
vider (the consumer needs nothing but a personal 
computer and Internet access). Significant innova-
tions in virtualization and distributed computing, 
as well as improved access to high-speed Internet 
and a weak economy, have accelerated interest in 
cloud computing.
A cloud can be private or public. A public cloud 
sells services to anyone on the Internet. (Currently, 
Amazon Web Services is the largest public cloud 
provider.) A private cloud is a proprietary network 
or a data center that supplies hosted services to a 
limited number of people. When a service pro-
vider uses public cloud resources to create their 
private cloud, the result is called a virtual private 
cloud. Private or public, the goal of cloud comput-
ing is to provide easy, scalable access to computing 
resources and IT services.
Infrastructure-as-a-Service like Amazon Web Ser-
vices provides virtual server instanceAPI) to start, 
stop, access and configure their virtual servers 
and storage. In the enterprise, cloud computing 
allows a company to pay for only as much capac-
ity as is needed, and bring more online as soon 
as required. Because this pay-for-what-you-use 
model resembles the way electricity, fuel and water 
are consumed, it’s sometimes referred to as utility 
computing.
Platform-as-a-service in the cloud is defined as 
a set of software and product development tools 
hosted on the provider’s infrastructure. Develop-
ers create applications on the provider’s platform 
over the Internet. 
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PaaS providers may use APIs, website portals or-
gateway software installed on the customer’s com-
puter. Force.com, (an outgrowth of Salesforce.com) 
and GoogleApps are examples of PaaS. Developers 
need to know that currently, there are not stand-
ards for interoperability or data portability in the 
cloud. Some providers will not allow software cre-
ated by their customers to be moved off the pro-
vider’s platform.

In the software-as-a-service cloud model, the ven-
dor supplies the hardware infrastructure, the soft-
ware product and interacts with the user through a 
front-end portal. SaaS is a very broad market. Ser-
vices can be anything from Web-based email to in-
ventory control and database processing. Because 
the service provider hosts both the application and 
the data, the end user is free to use the service from 
anywhere.

Working in various service models ranging from 
SaaS, PaaS, to IaaS, cloud computing is a new revo-
lution in IT, and could reshape the business model 
of how the IT industry works today. 

Storage services are a fundamental component of 
the cloud computing paradigm. By exploiting the 
storage services, users outsource their data to the 
cloud so as to enjoy the reduced upfront mainte-
nance and capital costs. However, a security chal-
lenge associated with data outsourcing is how to 
prevent data abuses by the cloud. It has been com-
monly accepted that data encryption offers a good 
solution to this problem. With data encryption, an 
issue arises when the data owner who outsourced 
the data wants to revoke some data consumers’ ac-
cess privileges, which normally involves key re-dis-
tribution and data re-encryption. In this work, we 
propose a generic scheme to enable fine-grained 
data sharing over the cloud, which does not require 
key-redistribution and data re-encryption what-
soever. The main primitives we make use of are 
attribute-based/predicate encryption and proxy re-
encryption, but our construction is not restricted 
to any specific scheme of its kind. Our scheme has 
a number of advantages over other similar propos-
als in the literature.

         
          - D. Vigneshwar         
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